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TCP 3-Way Handshake

Client - Server: SYN (seg=x)
Server — Client: SYN+ACK (seg=y, ack=x+1)
Client - Server: ACK (ack=y+l)
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Sequence Numbers: |11 1707 ni7an 11900
ACK Numbers: n7an 75 7w n';ap WK
ypw (Socket) TCP — Python

nw:

s = socket.socket ()
s.bind(('0.0.0.0', PORT))
s.listen (1)

conn, addr = s.accept ()
data = conn.recv(1024)
conn.send (reply.encode())

mpe:

s = socket.socket ()

s.connect (('127.0.0.1', PORT))
s.send('msg'.encode())

data = s.recv(1024)

yi7w UDP — Python

nw:

s = socket.socket (socket.AF_INET,
socket.SOCK_DGRAM)

s.bind (('0.0.0.0', PORT))

data, addr = s.recvfrom(1024)

s.sendto (reply.encode (), addr)

mpe:
s = socket.socket (socket.AF INET,
socket.SOCK_DGRAM)
s.sendto ('msg'.encode (),
('127.0.0.1', PORT))

prn=process_func)

# 1filter - N T1UNO N'¥R119 True/False
def filter dns(pkt):
return (DNS in pkt and
pkt [DNS] .opcode == 0 and
pkt [DNSQR] .gtype == 1)

# prn - N272W 2> 2D N¥0 NT¥RINY
def print_query(pkt):
print (pkt [DNSQR] .gname)
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# IP "v'U2
p = IP()
p = IP(dst='10.1.1.1"', ttl=6)

# 2 nrwnnwn - niasow /

p = IP() / TCP()

p = Ether() / IP() / TCP()

p = IP() / UDP()

p = Ether() / IP() / TCP() / Raw("GET / HTTP/1.0\r\n\r\n")
# D 7uni9 DD

p = Ether() / IP(dst='1.2.3.4', ttl=10) / TCP(dport=80)

# Resolving 1°°'m1T - IP "UNIuIR
p = IP(dst="www.google.com')
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P # navipn naiyn
p.show () # niTun 2>
p.src # 71pn naind
p.dst # Tv* naind>

p[TCP].dport # N1dW1 "9'¥90 NTW
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NAT (Network Address Translation)
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data, addr = s.recvfrom(1024) sendp (p) # 2 nn1a nmr 2w (Ethernet)
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1023) 3 (ICMP) Tomp () type, code
() igons Myn Ny 5 DNS DNS () opcode, DNSQR
20/21 FTP (data/ctrl) TCP raw data Raw () load
22 SSH TCP a%an pm npTa
23 Telnet TCP DNS in packet # nidw v ORN DNS?
25 SMTP (email) TCP IP in packet # ni1dow wr oxn IP?
53 DNS UDP (>"1a) packet [DNS] .opcode # nTw opcode 1DNS
67/68 DHCP UDP
80 HTTP TCP il icwp
443 HTTPS TCP Internet Control Message Protocol — 2 ,nwn np*1a/71n1 pione-Layer
8080 HTTP alt TCP 3 (wnlP)
IANA m3) n¥'7ox nnt = v .0-1023 D'V 72w NV™NN Header: 8 n'iap o'na: Type | Code | Checksum | Data
(T 900 Type Code niynwn
8 0 Echo Request (ping)
0 0 Echo Reply (pong)
" 0 TTL Exceeded (traceroute)
3 * Destination Unreachable
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route print
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