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3pme

MW wnn 7 Wireshark

-y sy b

naon 4 — wa nesonn e |

DT DWI32 MWW MopD 13091 M3H 2781 wesnw (Network Analyzer) Nzl 01200 min' 2523 817 Wireshark
.Start 1315 « nwn OB N2 00 e 1

orraman mann nyaaR 8
pBEn non
http, dns, icmp :FmaTd .DURMT MBPRT 11705 W5 A faTD (2178) Display Filter ©
No., Time, Source, Destination, Protocol, Length, Info 070 .maopiw mup 52 (5m2) PP YN @
H'BP’I?BRH 23w Ethernet, IP, TCP/UDP — 23 mupan 50 200 »IND (P177) MepET MmNl [©)
T ASCIT 2187 + 58En (hex) "5m78T0PT 1187 (@W13) MEPRT 9N @

[ 12°p2191 2103 MW :ann 2 ¢
W RIT — TNPBT PMNE PPN 1R ( [Response time: 155 ms] J133) DWW OII03 I T
nnwnT MnY ,1m8y Wireshark 10-5p

DI DD |

»™an (1) 2277 NP2 Y MY ANaY NN MERm P 198 oom Filter-m 0Mwa 02102 owbe
.Apply as Filter — Selected — 71052 17w HY 173" 71815 (Expression, (2

mypden iy

HTTP b1pwamvpa Py http
DNSmwpapn dns
ping mawm P2 icmp
TCP v 53 tep
(DNS) 53 2712 5p UDP m2vn udp.port == 53
nevsa0 IP nama Sy P ip.addr == 192.168.1.1
T IP-apow PR ip.src == 192.168.1.1
T IPawwmp ip.dst == 8.8.8.8
2'x20 Host-> HTTP mwp2 http.host == "www.wireshark.org"
"Hello" voput mbomw o frame contains "Hello"
02 100-n M2 T2 mnon - frame.len < 100
Towioon pmmon - frame.time >= “2011-01-16 07:30:00"

100ms < 7210 01 ov ICMP m2wn icmp.resptime > 100



(HTTP) 80 »112 v TCP m™12vn tcp.port == 80

frame 2PN &

,(u7) frame.time ,(TIR) frame.len DWW MW .DIPWIND2 MONKRDD ,THpIw Maon D3 o0 frame
.(CU2IT DM WdM) frame contains "text"

DY e D% D BNN

http and ip.src == 192.168.1.1

http or dns

not arp
tcp.port == 80 || tcp.port == 443
ip.addr == 10.0.0.1 && http

Follow TCP/UDP Stream |

AU R TR Socket WMIND MDwn mupan 53 N DwbEn  Wireshark-2 Mt 02T 0TSO DR
."ﬂ‘EP"?BRH jamlaBumhiphialy

Follow TCP Stream-2 2nnwi? 78> 0

DaNR "I M2 TS T1wh3 MupD 130 1
Follow TCP Stream « *313* 77122 1815 .2
Socket-2 T2pw Y77 53 OR 278(0 1150 oA .3
mPY « MW =513 | 7 « mpY =018 4

.TCP/IP 5w Headers 855 ;7879987 n22w Hw Data P11 ORI 100

a)/plialalalis)a

:RIXM5 1) Statistics 1 20 A0

L TP 23
TRIOT2 MBPRT DN MabanT Packet Lengths
yalBiatinlpimiinls/anfivilai o b 10 Graph
(771200 771 + [P M) WP mwan M 53 Endpoints
IP, MAC, TCP, UDP — 1 m™@® 5w mair %2 1117217 "mnw" 53 Conversations
- N\

nyT? PR — 3pp ot

hex dump ,72PD MNP W, Wireshark: Filter D4 e
51PN PO RS Wireshark S0 20T = D791 DN02 MY @
“..." http,dns,icmp, frame contains 2'x@30™ w5 e
1) ¥122 Socket-1T 12102 779X — Follow TCP Stream o

TN 11972 OORAD 70T 08 2770 - hex 115M2 (byte) M2 Su pop e

oW w5 M 7155 72 W — Apply as Filter — 07 18O e







T8N NIOY

g1 — HTTP. DMS, SMTP

ﬂ‘BP"?E&H DY — T A

5o w7 OPB0H KT, 170 1IN MIUHNE M1P AR 012w 0°91PII1NDT A0 KT PNP0RNA NI
17207 215 2RTH 52 p70 535 MSwH MR ORRD NWRRN 8T .WITWINT NN £ KT AT7IL50
et =i labh

HTTP >peme @ |

S) NIDXIAT WMo N1 HTTPS 230082 wr515 amima 11237 51p1w1man 811 (HTTP (HyperText Transfer Protocol
20 T 0T LR 1O MpST IENR-TYRR 1P YL T2 = Secure). HTTP

HTTP nwp2a im0

METHOD /path/to/resource HTTP/1.1\r\n
Header-Name: Header-Value\r\n
Another-Header: Value\r\n

\r\n

[Body - 2 pn-POST]

GET /hypertext/WWW/TheProject.html HTTP/1.1\r\n
Host: info.cern.ch\r\n

Accept: text/html,application/xhtml+xml\r\n
Accept-Language: he\r\n

User-Agent: Mozilla/5.0 (Windows NT 6.1)\r\n
Connection: Keep-Alive\r\n

\r\n

HTTP n23%h 7320

HTTP/1.1 200 OK\r\n
Date: Sun, 26 Sep 2010 20:09:20 GMT\r\n
Server: Apache/2.0.52\r\n

Content-Length: 2652\r\n

Content-Type: text/html; charset=IS0-8859-1\r\n
\r\n

<!DOCTYPE html>

<html>...37m 121n...</html>

TR NN awn A



(CR = carriage return, LF = line feed) 7710 52010 = ( \r\n (CRLF e
Body-11 1571 Headers-71 QYD 0 1010 = \r\n\r\n e

cr=\r, If =\n M1 =sp DWW o

(HTTP (Status Codes 2331 TP

mypen ow mp
IR I ARG — ANONT OK 200
UM M21035 0125 TR MPOT — 0707 DT 12D 28T Moved Temporarily 302
RXMI RO UPI2T 28T Not Found 404
2RWMD TN DRUTT TR Forbidden 403
0MM3 0w NRMIY Internal Server Error 500
D°8183 Headers
myswn o Header
(HTTP/1.1-2 723m) M S 1M ow it Host
(OS ,1073 ,19727) MpY 1D opa User-Agent
523p5 191 mpSAw 1210 Ao mepa Accept
(N"2Y = he) MOV MDY P2 Accept-Language
1271 9177 — Keep-Alive / Close mipiblioj Connection
(...text/html, image/jpeg) 7MW 1217 10 7210 Content-Type
0'M32 Body-11 512 mmiblioj Content-Length
I YN T cookie-T IR W epa Cookie
MP5T HRK8 UM cookie 7T MW fpmgbiy] Set-Cookie
Caching 7185 — 287 1w T01M 7210 Last-Modified
7INwT &8 P 15w — Conditional GET il If-Modified-Since
URL 1322

http://www.site.com/folder a/folder b/file name.txt

B B e
21900 nnoo (path)

TP file.txt P2IPT NN WM OOWA , http://www.site.com/folder_b/file.txt -5 1312 127277 TWRI
(C:\wwwroot Sumb) 2 a1 D2Mmanw root directory-1 SN folder b

D*6ne oy HTTP GET |

-2 0772, param=value DT 1R 2 102 DWW MoxnR2 GET nwp22 URL-m P'?I'D b v 2vanb b
L&



/search?qg=application HTTP/1.1 (723122 wi1a'n)

/calculate-next?num=16 HTTP/1.1 (17 71tnn - n'w'r oxNIR NOw)
/calculate-area?height=3&width=4 HTTP/1.1 (6.0 - w>1wn nuw
/maps?saddr=Tel+Aviv&daddr=Jerusalem&dirflg=r HTTP/1.1

GET 923 A

-2 Wanwnh Y — 071K 0°0DY A1 fmlcmip) mapnh ,]35 .00 2,000~ :0727272 "JD’DPL‘ URL 7%
POST

HTTP POST |

L0700 MO, 07RIP ARDYT TP DWW LTINS 05220 855 Twpat Hw Body-2 D7 Ambw mwann POST nepa
Jmoone

2wnnwn? i — GET vs POST Ha
POST GET 1DND
Body-2 URL-2 DI P
nwun 15230 855 0" 2000~ 5712 052
2um mwn — 13 (idempotent) X5 M2 MW
01072 ,0°05k ,0"X3P ANOYT AN YT ORP 7123 v
(TP 112) 85 (URL-2"152) 12 iymplymmity e
(1) Cache

aioalrb el o habhlaBer I ~AI g RHW 072aRWE S AT T D3R 1120

Conditional GET £

Last-Modified: <qr-wn> T'IMR D0 (119 1123) IRW T MIPST 08 Tep2 .1
If-Modified-Since: <7--wn> M9IW MPHT 7RI MYPI .2

Cache2 waner 127277 — (body X59) 304 Not Modified =MTMm MMWm — manwm 85 oR .3
WIMT 2RWAT OY 200 0K T SNwn - TInen ok 4

(Cache-1 091) 19182 130" = Corl+F5 2197872

("Y' Cookies |

T2 MM Cookies TP MWp2 10T S Rynlaiieiiaiy P2 5 — (1112°1-10M) stateless 'NPWDWB X7 HTTP
.session TIITI MOAW *T-5Y 1

T2nnm At — Cookies 1t @

GET / 130N o2 mwd 1 mpH .1

200 0K :17ImmY TN A XY o 2



Set-Cookie: session 1d=24601
PO T YV cookie-T AR MW MPYT .3
GET /addItem cookie: session id=24601 19w MPoT AR mwpa 532 4

(TNDTYT ,MN2NT ,017IP HO) 28 WS 9137 cookie-n1 "2Y MIPHT AR AT oA S5

LI D DR OO NP0 KD AP0 D3P cookie 925 2 TN

DNS 7pere @ |

DNS — myman A

(www.google.com 1133) B3 1217 (1w £270Y P 17PN Y1p12 — (DNS (Domain Name System
IR S "Dr1a5n (20" 1"HY N 17 .(173.194.112.148 1133) TP manab

DNS Nups a3 — manum PN

(DNS (Query NR?RY &
70585 I 71 — Transaction ID e

Flags — 0x0100 = Standard Query

Questions: 1
(www.google.com) DRWIT 11T QW — qname o
DUPIYAT NI 0 — qtype = A o

DT 10 — qelass = IN

e

(DNS (Response N21N &

TR WDRY « Transaction ID 1R o
Flags = Standard Query Response e
720N MIWT 720 — Answer RRs e
Name, Type, Class o

Cache-2 mmw 11 — TTL e

IP-7 0232 — Data o

(DNS (Resource Records M= 3D

fai=tini TpEn ow il

www.google.com — 173.194.112.240 IPv4 m2102 - 1™ o Address A
dns.google — 8.8.8.8 (T2m) M7 ow - IP 1212 Pointer PTR

google.com — nsl.google.com T1TRY "R8 DNS 1w Name Server NS
google.com — aspmx.l.google.com 71T T W Mail Exchange MX
www.example.com — example.com AR owH (alias) 1372 Canonical Name CNAME

(DNS (Zones D»207°1

STIDTTIT OR WY (TTIPI) LT L1070 a2 wanen DNS



— ww)

google nsl.google.com "= nx
— www 173.194.112.240
L— maps 74.125.232.104

yahoo

cyber
L— il networks.cyber.org.il

co
L— google

DNS w93 TTL — Time To Live

21 MpHa 38 TTL-mw RS Mo S Cache-2 0w AR i Jon — TTL 75731 DNS mmiwn 53
P MPT 3.5 T AR 1wt mphi - "TTL = "3 minutes, 30 seconds :7317 .DNS-7T 7w N 210 21807
Riomiatalolisia iy B iat

DNS 918wn — nslookup 721

nslookup mTpa

nslookup www.google.com nniwn n7'xw A 112y google)

(
nslookup -type=A www.google.com (nn1wn7 whian Zixwn A)
nslookup -type=PTR 8.8.8.8 (n ow nn-DNS 8.8.8.8 na1non “w?)
nslookup -type=NS google.com ( n-NS 2w google.com?)
(

nslookup -type=MX gmail.com w w17 now gmail)

i
1IRWD

nslookup maps . <root-server-IP> (n w7 noxw ROOT)

-» 1n1nn NS Jw .

nslookup maps.google. <com-NS-IP> (2 no=w-NS “w .com)
- 2vtnn NS 2w google.

nslookup maps.google.com <google-NS-IP> (7 no=w-NS 9w google.com)
5> 71nn IP Sw maps.google.com v

(P) SMTP opiere & |

1155 15173 . DNST HTTP-1 713902 .7 wp o8 k1T i owh wnw 51910172 — (SMTP (Simple Mail Transfer Protocol
ST 75 5 MBI MINt — "PMAR" -5y mRnRDa 175

iia=hinia) TR BT oMapy (]

(587 1%) 25 »13 Hu 553 7772 ,TCP-2 Y112 SMTP »

MM 1 m2um mTp2 — (HTTP 1m2) "781TDDPD '77Pmﬁ5 M7 e
HELO — AUTH - MAIL FROM — RCPT TO — DATA — QUIT :712 e
Base64 encoding-2 Wi (authentication) DA™K e

Python: my str.encode('base64') / .decode('base64') -2 e

51P1w1722 77°9x5 Follow TCP Stream 181 smtp 113°0 :Wireshark-2 o




nYT? T8 A — 4 pRB DD o/

(R5U7/man3) POST ,(T8"P) GET ,m21n-wpa :HTTP

Headers: Host, Content-Type, Content-Length, Cookie, Set-Cookie

Status codes: 200 OK, 302 Redirect, 404 Not Found, 403 Forbidden, 500 Error
If-Modified-Since / Last-Modified o2 Cache: Conditional GET

sessions 911" — (MP5) Cookie « (M) Cookies: Set-Cookie

"WIMR 770 = cache, NS 910 = TTL ,ow—IP, PTR = IP-I0 = A 058w :DNS
25/587 113 Base64, TCP ,">R130pw :SMTP




?Scapy 1 A

-5 T332 .1200 522 e MBpR Sw AR T8 M ,MRI0N DOweRER 7318 M Python 180 87T Scapy
.(Ethernet, IP, TCP, UDP) 71" M2¥2) Ma3w2 03 77120 Fwen Scapy ,(7252 173p 598 120w) Sockets

Scapy N¥M $& |

(Command Line) o

scapy
pip install ipython

# 711 vax nio0w 11w Scapy:
conf.color theme = DefaultTheme()
conf.color_theme = RastaTheme()
conf.color theme BrightTheme()

conf.color theme = ColorOnBlackTheme()

Python va™p

from scapy.all import *

# nmixpa1a 70 1'wdy Scapy nia'nT:
# sniff, send, IP, TCP, UDP, DNS, Ether, Raw ...

(Osniff — 723077 B

Osniff 52 Dawnne &

ni=hin TpEn niilapio}

count=10 ?15p5 MpD 120N count
1filter=filter_dns True/False 1711, NO2PH — 11270 NP1 1filter
prn=print_info 113701 DR MN2100 P2 53 5y PInw 1rEpne prn
iface="etho" jalcialokyiipliplialal iface
timeout=30 jgiibl2mRyichiafial] timeout

prn-! Ifilter 2y 72107 DT &

il = Ryigialii)] )5 AP — False 8 packets-2 5wl — (TuP2)True — prn OX :(TApd)Ifilter — 7Y MLRD
UP1anT count- 720D NORIY




DNS PN RY DOSOMT — [RSH T

o DNS mino 8w

from scapy.all import *

# ninoww P 11370 nxpaia DNS xion A (opcode=0, qtype=1)
def filter dns(packet):
return (DNS in packet
and packet[DNS].opcode == # 0 QUERY (x> Response)

and DNSQR in packet
and packet[DNSQR].qtype == 1) #1 =rnw A

# 17017 DW R NO'HTN IN0DTN NTTXPI1D
def print query name(dns packet):
print(dns packet[DNSQR] .qgname)

# miupa 10 :n@ion DNS, nnx 939 ow noaTn

sniff(count=10, lfilter=filter dns, prn=print query name)

nUPE AT M

packet.show() 11n2) nupan 92 naxn Wireshark)

packets.summary () n1 NRTEA YW %P 01370

packet[DNS] naow DNS 1272
packet[IP]
packet[TCP]

# Daow 1A NTWY NWUAL
packet[DNS].opcode
packet[DNS].qr
packet[DNSQR].qgname

[ 0=QUERY, 1=IQUERY...
[
[
packet[DNSQR].qtype
[
[
[

O=na1an=1 ,n7 " ~w

MN7'RW2A 11 'A1TN oW

1) nniwon a10=A, 28=AAAA...)
].src naino IP 1ipn
].dst
packet[TCP].sport
packet[TCP].dport

str(packet[Raw])

packet[IP
packet[IP naino IP oo

11PN ¥n13a

TY vI13d

H OH H B OH OH ¥ H B

NT17ONAD 'nN212 121N

"2 R? Scapyw 2111 — HTTP 20

HTTP GET (Scapy mup2 1130

def http get filter(packet):
return (TCP in packet

and Raw in packet
and str(packet[Raw]).startswith('GET"))

# nupo 9o TCP 2 nv'nnnw-"GET" = nwpa HTTP GET
# 2 maw> jnra-startswith('POST') miwpa> POST




mepe vy B |

# naow v xt IP 97 nna 'onw) ntotoa):

my_packet = IP()

# o'wnidn 0TUYNd QU NNTXT

my packet = IP(dst='10.1.1.1"', ttl=64)

# Dxr NN NTw T11'WE
my packet.dst = '10.1.1.1"
my packet.ttl =5

# MU IN DU NIROYIA N12DW /:

my_packet = IP() / TCP() (IP + TCP)

my_packet = Ether() / IP() / TCP() (Ethernet + IP + TCP)
my packet = Ether() / IP() / TCP() / Raw("Hello") (+ 'nv1a v1'n)

# TCP n'wh12n o'via ou:

my packet = Ether() / IP(ttl=4) / TCP(dport=80)

# HTTP =on:
pkt = Ether()/IP()/TCP(dport=80)/Raw("GET / HTTP/1.0\r\n\r\n")

# Resolving "uvniuix (Scapy vxan DNS):
my packet = IP(dst="www.google.com") # Scapy nai1non nxr oaTne

# Hexdump ("7n'x70pn 21x%71):
hexdump (my packet)

Scapy-2 Encapsulation-7 NPy @

Encapsulation): ) D12 iy / 7I00DIRT

IP m20w 7102 n531% TCP m2ow — IP() / TCP()
MDD 723WT AR DY 733w 53 — MW wan ST 137K 13
<IP ... | <TCP ...>> :O127P1 DWW O ™A102 NNT 1781 02 Scapy

DPBEIIN K7D Scapy-2 P

=i BN 7Y mi”g
IPv4 4 IP.version
57m3 7172 Time To Live 64 IP.ttl
nmapn IP 1200 127.0.0.1 IP.src
Smw 2wt vb tep/udp IP.proto
IPv4 over Ethernet 0x0800 Ether.type
Y1125 oW DA Scapy http = 80 TCP.dport

mepe e & |

()send oy s




my packet = IP(dst="www.google.com") / Raw("Hello")
send (my packet) # 3 naowa nnow (IP)
# v . Sent 1 packets.

sendp (my packet) 110w ) (Ethernet) - wnna Tnva

Y 2307 hY A
IP()/... opwnnwt .(IP) 3 723w fn2 15w — ()send

Ether()/IP()/... OV wunwn .(Ethernet) 2 722w a2 mow — ()sendp
D7D 0awmA w2 wanend yHnis — (loopback (127.0.0.1 5 A Hw2 Bug w0 Windows-2

DY DN — Resolving &

R Resolving

my packet = IP(dst = "www.google.com")
# Scapy vxan DNS lookup naino 1 IP nTwa dst

# 1nta show() — 1" 'miTh ow R DR

# 0 muinoa wnnw' — NNt 2w (nTa-IP ntntnxn

Scapy %2 API — 5 P12 012D ¢/

v 2N/ 3PN

T2 11370 oY 1200 sniff(count, lfilter, prn)

3 maowa e send(pkt)

N gminiiokyipia N gibbla| IP() / TCP() / Raw()
Wireshark 12 monan max pkt.show()
Ta0wa TS e pkt[DNS].field

TP 123w ORT ApTTa DNS in pkt
'bm’x‘icpn BRI hexdump (pkt)

nNnES Raw o str(pkt[Raw])

2P0 Import from scapy.all import *




N NAYNN N2W

TubaY Arepesn — TCP, UDP oo

=N

AaYNn Naow TpEn A
TP NNER T NpML (TRN) Non? (TRIN) DM5IND 2T 2725 QRN 720N Naow

@p 7)) 07712 IP N2 TR 5D DWW OMAW MRD oY TWPH'7 N1 — DVBP‘(?BN i |

(X5 UDP ,12 TCP — "H3178218) 12377 77021 050 D727 D770mD Anwam — APBR 793y .2

(Ports) D7D

BN — 7T A

=1TP 02102 DR ;17219987 Rplopmipigpihiakykimhiy} AP ]"37['7 IRh WwEREY (65535-0) 20K TR RIT B
17770 720 = B3 TR ,17I20 7200

(7337 ATR) 200A A = [P N2 .

(777 AAT) 72T AT =011 e

(Well-Known Ports) D°y17° D19

me opems B

(©°%3p mavm) FTP TCP 21,20

(P93 PITI 1w 1) SSH TCP 22

(T 15w) SMTP TCP 25

DNS UDP / TCP 53

HTTP TCP 80

(7817 nY23p) POP3 TCP 110

(817 1H2p) IMAP TCP 143

(1221 HTTPS (HTTP TCP 443

(M Tw) 2151 HTTP TCP 8080
[nkiiainh > nihtia]

ralal ow ahilo)

(...HTTP, DNS, FTP) 7730 oMW Well-Known Ports 1023-0

(MySQL=3306, PostgreSQL=5432) M7 M ‘Bp"?ﬂs Registered Ports 49151-1024

(DTN TP O3 MIPY WD Dynamic/Ephemeral 65535-49152



TCP vs UDP 0 |

UDP TCP TPBRD

[abshipgipiiaminiy X Mnbw Apan mewan nuanean

770 MW T X 1121770 man v ahtel

Connectionless X (Connection-oriented (handshake ¢/ [nen

(overhead 855) 7y (@™MI'R SV overhead) M 0N @ Ialmini=]

o0'pren ,DNS, VoIP 1 717w ,DNS HTTP, HTTPS, FTP, SMTP, SSH [=i'ala) 4

netstat *2o17 2 |

OITINGY D121 092 MR 12T RS 17pa M 52 N7 netstat

netstat mmp=

netstat n'2'vya n'11a'n — ESTABLISHED)
netstat -a o ,o'1a'nn 92 LISTENING — « a'nmina" o'unia")

u7an vn11o: Proto | Local Address | Foreign Address | State
Local Address o> naxin: IP:Port
nna1T: TCP 0.0.0.0:8820 0.0.0.0:0 LISTENING

netstat-2 M2 "3 Hu
("MINR" ¥MBM) 010133 OTNAMY AN M LISTENING
¥ 5wa TCP 11am ESTABLISHED
R5R 777a0Y Mt o At TIME WAIT
TP TR 705 1 CLOSE_WAIT

Python mw nxwxn —
# 1. 8820 v1a Yy 1'TNA) DOYW NOWN DR 17'VUDN)

# python server.py

# 2. 119m CMD 1x° 0,133
netstat -a

# 3. 1ND W o 1wan.

TCP 0.0.0.0:8820 0.0.0.0:0 LISTENING

= ]'TNQ Nwn 'mina v19n.

. annn N1PYw nNR7:

TCP 127.0.0.1:8820 127.0.0.1:49234 ESTABLISHED

Local Address NT¥3 0.0.0.0 N0 *9*

02102 IR 5910 — N PR 93 Sy e men amnen Local Address 0TIMY2 0.0.0.0 13110
20 1MRA (loopback) FMIPH TMAYRY P IRE = 127.0.0.1




ﬂ}]'[‘? T AN — 6 [ERlg=) ] %
M S IR5K N2I00 = IP:Port .(65535-1) MMM =070 o

HTTP=80, HTTPS=443, DNS=53, FTP=21, SMTP=25 :2'217" D712

HTTP, SMTP, SSH — 2" "'y ;121 ov 1 = TCP

=170 ,DNS, VoIP — 11237 52 855 71121 855 ;2 = UDP e

092 0121 + (LISTENING) 02 £7197 93 MIxT = netstat -a

77702 = TIME_WAIT ;502 121 = ESTABLISHED ;72 mwi1 = LISTENING







eSS

Python-2°0°02 HTTP P72 TP

4.4 I — OUNap U HTTP DR moess

HTTP N meny m |

TP OR3P O W L,(@IDTT) Mmphn GET mwp2 Yapn (80 552 7172) oMon v Su 1wk HTTP nw

.root directory-2 7T

HTTP — Python N 72w |

X5 HTTP nw — server.py

import socket
import os

# o viap

SERVER IP = '0.0.0.0' # 0.0.0.0 = pwnn 927 (TR0
SERVER PORT = 80

SOCKET TIMEOUT = 2

WEBROOT = 'C:\\webroot' # n n o prnbroot

# 2107 ninit'o "12'n MIME

CONTENT TYPES = {
.html': 'text/html; charset=utf-8',
.txt':  'text/html; charset=utf-8',
.jpg': ‘'image/jpeg',
.css': 'text/css',
.js': 'text/javascript; charset=UTF-8',
.ico': ‘'image/x-icon',

get file content(file path):
"""aanata 1o1n TNl yaip xRapttt
with open(file path, 'rb') as f:

return f.read()

get content type(file path):
"""917nn Content-Type yai1p nni'o a5"""
ext = os.path.splitext(file path)[1].lower()

return CONTENT TYPES.get(ext, 'application/octet-stream')

build http response(status code, body=b'', content type='text/html'):

n21an na1a HTTP napn
status messages = {

200: 'OK', 302: 'Moved Temporarily',

403: 'Forbidden', 404: 'Not Found', 500: 'Internal Server Error'
}

status text = status messages.get(status code, 'Unknown')

# na1an nw + Headers

response = f'HTTP/1.0 {status code} {status text}\r\n'
response += f'Content-Length: {len(body)}\r\n'

response += f'Content-Type: {content type}\r\n'

response += '\r\n' # =10 = np'n n11w Headers




return response.encode() + body # Headers + Body

handle client(client socket):

TT12 N1P7 112N 23un
client socket.settimeout (SOCKET TIMEOUT)
try:

# niponn Nwpan noap

request = client socket.recv(4096).decode()

# nwpan nw oo GET /path HTTP/1.1
first line = request.split('\r\n')[0]
parts = first line.split(' ')
if len(parts) < 2 or parts[0] != 'GET':
client_socket.close()
return

url = parts[1]

# / - index.html
if url == '/":
url = '/index.html'

# w» ox o'ounna naon: /page?param=val - /page
if '?' in url:
url = url.split('?')[0]

# =70 y2ip 21'na ntoa
file path = WEBROOT + url.replace('/', '\\')

if not os.path.isfile(file path):

# 404 > o p R yvaIp

response = build http response(404, b'File Not Found')
else:

# nniowl yaipn NR'p

body = get file content(file path)

ctype = get content type(file path)

response = build http response(200, body, ctype)

client_socket.send(response)

except Exception as e:
print(f"Error: {e}")

finally:
client_socket.close()

main():

server socket = socket.socket(socket.AF INET, socket.SOCK STREAM)
server socket.setsockopt(socket.SOL SOCKET, socket.SO REUSEADDR, 1)
server socket.bind((SERVER IP, SERVER PORT))

server socket.listen(5)

print(f'Server listening on {SERVER IP}:{SERVER PORT}')

while True:
client socket, client address = server socket.accept()
print(f'New connection from {client address}')
handle client(client socket)

if name == "' main_':
main()
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Scapy By DNS Nasor :p |

dns_sniffer.py

from scapy.all import *
dns log = []

def filter dns(packet):

nin7'xw 13on DNS xion A T2a02"""
return (DNS in packet

and packet[DNS].opcode ==
and DNSQR in packet

and packet[DNSQR].qtype == 1)

log dns_query(packet):
"""prioT01 Nn'wn? 1l Tn ow nxr iwttt

domain = packet[DNSQR].qgname

src_ip = packet[IP].src if IP in packet else 'unknown'

print(f'[DNS Query] {src ip} - {domain}"')
dns_log.append(f'{src ip},{domain}"')

print('Starting DNS sniffer... Press Ctrl+C to stop')
try:

sniff(lfilter=filter dns, prn=log dns query)
except KeyboardInterrupt:

print(f'\nCaptured {len(dns log)} DNS queries')

with open('dns log.csv', 'w') as f:

f.write('Source IP,Domain\n')

for entry in dns_log:
f.write(entry + '\n")

print('Saved to dns log.csv')
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