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Application
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TCP 9In

32 bits

UDP :4 naow

16 bit source port

16 bit destination port

16 bit UDP length

16 bit UDP checksum

Source port Destination port

Sequence number

Acknowledgement number

TCP C|E(UJA|P|R|S|F
header WIC[R|C|S|S|Y]I Window size
length R|E[G|K|H|T|N|N

Checksum Urgent pointer

Options (0 or more 32-bit words)

Data (optional)

Figure 6-36. The TCP header.
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3-way ) v nnpn waIT, 10 ner TCP
nwpal NI Nt wwonn , (handshake
stream YWONN .'IAWUN YT W TINIT'Y?

Network

Data Link

Physical



TCP 3-Way Handshake

Sequence= ISNe, acknowfedge=0

ISNc+1

sequence= ISNs, acknowledge=

<

—

Sequence= ISNc+1

SYN, ACK

acknowfedge=;SNs+1 EEER

= 5

ISN= Initial Sequence Number




TCP 3-Way Handshake

ESTABLISHED |
connecoon §

active close |
FIN WAIT 1

.-Efﬂ’”'ﬁﬂjigéﬂﬁfrﬂrﬂf
FIN_WAIT 2 k’/’/ﬁﬂ///
TIME_WATT

H %)

CLOSED

F&) |

Initiator Receiver

 ESTABLISHED
E'DEIHHE‘E gon

' CLOSE WAIT
pEEEJL'E close

LAST_ACK

CLOSED

D NIYR 0'NINY INd
WP DR TIINY N9
(h®02 NXO )
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: TCP 2 p'nTj7nn 0212211
,
Mot V7170 T¥N 7W npa weoNn  Flow-Control
Data Link Size nTw 'y, YTwnn' 7w DnIMaN axpa
Physical Window

3 72 YTwnin TN WwXD : Fast Retransmit

NIn, acknowledge nTwa 7w inix oy ACKs
NNIX YTY' TIA'X? 070 NXaN 272NN N'an
CAIv



HTTP GET — Win 65,535

200 OK = Data (1460 bytes)

Data (1460 bytes)

ACK - Win 62,615

Data (1460 bytes)

Data (1460 bytes)

ACK - Win 59,695

>

T¥N 7W NP WONN
7¢ D1ININ QX2 071N
nTY 'y, YTwnn’

Window size




TCP Fast Retransmit :4 naow

Source Destination
DATA (1)
Application DATA (2)
Transport DATA (3) R ACK (2)
Network DATA ACK (3)
Data Link LS i
DATA ACK
Physical B ©) = ‘ CK®

ACK (3)

/ ACK (3)

Fast Retransmit]|
DATA (3)

Duplicated ACK (3)
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IP 7171019
Tracert, ipconfig nTIpo

. IPv4 nmaimd nian
(network id) nwn nntn
(hostid ) niw"\awnn nntn

NYO NNIXY? 0D"w o't network id *yva n'avnn



kP 3o

IP 7171019

10.38.83.15 1T nnaiT
Subnet mask: 255.255.255.0 ==> 10.38.83.15
192.168.85.217 2 nnaIT
Subnet mask: 255.255.0.0 => 192.168.85.217



Class

Class A

Class B

Class C

Class D
(multicast)

Class E
(reserved)

Class A

0. 0. 0. 0=00000000.00000000.00000000.00000000

127.255.255.255=01111111.11111111.111117111.11111111
onnnnnnn.HHHHHHHH.HHHHHHHH.HHHHHHHH

Class B

128. 0. 0. 0 =10000000.00000000.00000000.00000000

191.255.255.255 =10111111 1111111 1.1111717111.11111111
10nnnann.nnnnnnnn.HHHHHHHH.HHHHHHHH

Class C

192. 0. 0. 0=11000000.00000000.00000000.00000000

223.255.255.255=11011111.11111111.11111111.11111111
110nnnnn.nnnnnnnn.nnnnnnnn.HHHHHHHH

defined defined defined defined (228}

IP Classes

ess

J.0.0

J.0.0

J.0.0

J.0.0

End address

127.255.255.255

191.255.255.255

223.255.255.255

239.255.255.255

255.255.255.255




127.0.0.0

224.0.0.0

255.255.255.255

Loopback address (the
host's own interface)

IP Multicast

Broadcast (sent to all
interfaces on network)

sniTni' IP niaimd

(NAT) nrro1o niaind

10.0.0.1 -10.255.255.255
172.16.0.0-172.31.255.255

192.168.0.0 - 192.168.255.255



~ IP Header

Timevtru Live

Total Length

Fragment Offset

Header Checksum

Source |IP Address

Destination IP Address

I [

Tvpe Djr§enrice
I | I
-

Protocol

-
T
-

Dgtional, N

L e

| |
8 9 1 1 2 32 4
a

= T T_
123'455?3931




IPv6 :3 naow
IPv6 Header

| Ll L | i 1 1 i EX I
Version Traffic Class Flow Label T
1 | - | - I I
Payload Length Mext Header Hop Limit
B - A - B
Source Address 551;5

Destination Address
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Network
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Physical

DHCP Discover
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DHCP Discover

@ Frame 59: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface 0

# Ethernet II, src: Dell_d6 :0cyriwemfs s g
Transport @ Internet Protocol version 4,fsrc: 0. 0 0.0 (0 0 Q. 0) Dst: 255.255. 255 255 (255 255 255 255)
# User Datagram Protocol, src P I bootpc y oy

Network -/ Bootstrap Protocol o
Message type: Boot Request (1)

; Hardware type: Ethernet
Data Link Hardware address Tlength: 6
: Hops: O
Physical Transaction ID: Oxc8bcefsl
# Seconds elapsed: 3
@ Bootp flags: 0x0000 (unicast)
Client IP address: 0.0.0.0 (0.0.0.0)
Your (client) IP address: 0.0.0.0 (0.0.0.0)
Next server IP address: 0.0.0.0 (0.0.0.0)
Relay agent IP address: 0.0.0.0 (0.0.0.0)
Client MAC address: Dell_d6:0c:2a (d4:be:d9:d6:0c:2a)
client hardware address padding: 00000000000000000000
server host name not given
Boot file name not given

Magic cookie: DHCP

+ option: (53) DHCP Message Type

= option: (50) Requested IP Address
Length: 4 (3]
Requested IP Address: 192.168.14.51 (192.168.14.51)




DHCP Offer

Frame 70: 346 byte: n wire (2?6.311:5), 346 bytes captured (2768 b1ts) on 1nterface O
Ethernet II, Src: Bewan_a5:1§

Internet Protocol version 4,

User Datagram Protocol, Src
-] Bootstrap Protocol

Transport Message Type: Boot Reply (2)

Hardware type: Ethernet

Hardware address Tlength: ©

Network b

Transaction ID: Oxc8bcef81l

seconds elapsed: 3

Bootp Tlags: Ox0000 (uUnicast)

Cclient IP address:

| [ [ =)

IAppIication

192.168.14.51 (192.168.14.51)

(2]

#

Data Link

H H

Physical

Relay agent IP address: 0.0.0.0 (0.0.0.0)

Client MAC address: Dell_dé6:0c:2a (d4:be:d9:d6:0c:2ad
Client hardware address padding: 00000000000000000000
server host name not giwven

Boot file name not giwven

Magic cookie: DHCP

Ooption: {(53) DHCP Message Type

=
[+]
=

option: (51) IP Address Lease Time
Length: a4 (4]
IP address Lease Time: (86400s) 1 day
L= = e e e - == o e L e
option: (59) Rebinding Time wvalue
option: (28) Broadcast aAddress
option: (15) Domain Name
option: (6) Domain Name Serwver
i ouT er
(1) Subnet mMask

HE

| B H

option:

Length: 4 G
Subnet Mask: 255.255.255.0 (255.255.255.0)
OOl . N2 ) BN
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Ethernet :2 naow

AYUNN7 YT'NN DX 1'AVN7 DI'RINK — 1PN N2DY
717202 Xan

-nopn uNII92 MAC NaIN>1 wIN'Y NIy
AA:BB:CC:DD:EE:FF :*mxT

D4-BE-D9-D6-0C-2A  XnaIT?
IP niaimd "2 ymn? ¢ yT'in nNayvnn )IxX?
MAC niaimn>%



‘ ARP 71710109 2 n1ow

Application

S |, nn'ion [P namd oy awnn% nups 1avn’? '
Network

T 12 MAC - 17w n'0'on naImdn nn pIm? v
Physical 17¢ NN 0'0DY7 NITYWY

Address Resolution) ARP nwiy nT nX
(Protocol
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Transport

Network

:ARP miiwn
IN'D W NITION NAINDN L,WONN ANXY AWNND X
00-09-6B-4F-A1-43
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DID'7NN-0D'"70 N -N7V9N NIDVN

N7V9NN N2vn 1y n'xnxy "y nTnt X0 Thread »
3y Thread-w 'mix ntnn »

n+aonn »

Context »

DM 2IM 7D »

?Thread-7 Process A 71Tann nn X »
NX" 2y 'xINX Thread ,n'axwn 2y '®NX Process »
NiNoY? Ni'n? 2a'n 7ax ,0'-Thread nnd> nirn? o'71D>' T1NX Process-a »

TNX
n'xa7 ,[1N2'7) D'ARwnNn 0'onwn Process-n imixa n'-Thread-n 75 »
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n'-Thread-1 o*-Process nan w' n'na

-0N'2'2 DTN )N KX VIYO INWN NYIY DNN TR 72 72X
?DN1'A YT 0Nfavn

Socket

Shared Memory

Pipe

alaly

Mutex, Semaphore, Event :jnmo

Inter Process Communication — namrni niwpn



PC 0'7nn |2 [1N210 -n7y9n NIdWY

n'-Thread-1 o*-Process nan w' n'na

-0N'2'2 DTN )N KX VIYO INWN NYIY DNN TR 72 72X
?DN1'A YT 0Nfavn

Socket

Shared Memory

Pipe

Mutex, Semaphore, Event :nmo

Inter Process Communication — namrmni niwpn



PC 0'7nn |2 [1N210 -n7y9n NIdWY

: 722N 7W NNAITA 101N

balance = get balance (account) ;

balance -= amount; // 50K-25K

balance = get balance (account) ;
balance —-= amount; // 50K-25K

put_balance (account, balance) ;

return balance; // = 25K

put_balance (account, balance) ;

return balance; // = 25K ?Ilw:)_v nnw In

"
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NT DRI (JIAWNa NON') D0 TIR 'WOR 7Y an7 W i)
(Mutex ) Semaphore natva n'wiy

TH7N MKW

(entry) N0"1>

¥

(exit) Nx'y

NX yxan A 71'70n ox
70N QX '0MEn Yon
-W TV 1IY¥27 D1I' X7 DK

n"noxDa)mro A

(A DX DXy



PC 0'7nn |2 [1N210 -n7y9n NIdWY

NT DRI (JIAWNa NON') D0 TIR 'WOR 7Y an7 W i)
(Mutex ) Semaphore natva n'wiy

:NIMIOK NI7IV9 MY NINTAIA I9N0N 7Y -«
NN TV [Nan MNK O wnnl -2 mix jupn 0-n 2ma qisnon 1w oX -

Awnnl 12 mix jopn ™ ,0-n 71T

-2 9non W nK a0 -

WAIT( S ): SIGNAL ( S ):
while (S <= 0); S =8 +1;
§=6§-1:

37



PC 0'7nn |2 [1N210 -n7y9n NIdWY

NT DRI (JIAWNa NON') D0 TIR 'WOR 7Y an7 W i)
(Mutex ) Semaphore natva n'wiy

:Counting Semaphore

NIMIVK NI7IV9 'MW NNTAIA I9N0N 7V =
N'A'Y TV [hnn DNk qwnnl 1-2 mix jopa 0-n 7ma qisnon W oN -

Awnmal 1-2 mix jopn ™1 ,0-n 217a

-2 1enon W N 1A -

WAIT( S ): SIGNAL ( S ):
while (S <= 0); S=8 +1;
S=5§-1;

37



PC 0'7nn |2 [1N210 -n7y9n NIdWY

Binary Semaphore — n''7nn |1N21'07 win'y

I'7NN1 )'7NNN qIoa 71yIn 7Y ANNY yxan [IYXRIN )'70nn
IN7'NN2 NINNN Yy¥an Xan

P1: P2:
Code Section 1; wait(sync)
signal(synch) Code Section;

0O 7?SNXR7NNX? X W ATNT e
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